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Internal and Third-party Testing and Assessments

Clarizen code is regularly scanned for security vulnerabilities before release.
Network and system vulnerabilities are scanned by Third-party assessments tools.

@ Application vulnerability threat assessments
@® System patch management

® Network vulnerability and assessments

® Selected penetration testing and code review

24x7x365 Monitoring

Our Information Security department monitors Clarizen using various sources and alerts from
internal systems to identify and manage threats. All events are reported to security personnel
24x7.

Backups

® All data is backed up to tapes at the data center, on a rotating schedule of
incremental and full backups

® The backups are cloned over secure links to a secure archive
® Tapes are never transported offsite and are securely destroyed when retired
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Secure Data Centers

Our service is collocated in dedicated spaces at Tier 1 data centers. These facilities provide
carrier-level support, including:

Access Control and Physical Security

® 24-hour manned security, including foot patrols and perimeter inspections

@ 2 Factor access control - both physical (guard ID validation) and Biometric/Badge
validation

@ Biometric scanning for access

® Dedicated concrete-walled Data Center rooms

® Computing equipment in access-controlled steel cages

® Video surveillance throughout facility and perimeter

® Building engineered for local seismic, storm, and flood risks

® Tracking of asset removal

Environmental Controls

® Humidity and temperature control
® Redundant (N+1) cooling system
Power

Underground utility power feed

Redundant (N+1) CPS/UPS systems

Redundant power distribution units (PDUs)

Redundant (N+1) diesel generators with on-site diesel fuel storage

Network

® Redundant internal networks
® High bandwidth capacity
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